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Public-key cryptography

-Introduced bj Diffie and Hellman in [DH76]
-Many candidates over the years
-The quest in the recent years has shifted to advanced primitives

-In this work, we propose an argu,&btv simpi@.r PKC scheme,

-We also believe it is secure against



- Belongs to the Ring and Noise family with
- NTRU
- Code-based crypto
- Ring LIWE baseg crypto

- With a different [ing: ZL»/F?Z (p Mersenine F'ri;me),
and

- a different Noise

. Hamming weight mod p.



Mersenihne cr v P tos j skem

Mersenne primes: They are primes of the form

F:Z“wl , where n is a prime, and is hamed after Marin
Mersenne, a French mathematician, who studied them
in the early 17th century (Wiwifaedm)

Main advantaqe of the cryptosystem: Simplicity



Mersenine 7 E‘M‘S and
distance

- Ring Z/pZ
- p a Mersenne prime, Le, 2"-1

Lebt :
s QF(X):I‘@;F& of X in {O,lej

- HW(X)=num of 1 i binary rep of X mod p
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1) HW(X+Y) £ HW(X) + HW(Y)
110101600111001
+00000000001000

=11010101000001
2) For all i, HW(X 2Y) = HW(X)

3) HW(XY) € HW(X) x HW(Y)
Inductkion

4) HW(-X) = n-HW(X)



Warm Uf.?

Single bit version




H O\T'Ci F’T‘O b Leyw

p = 271 - 1, h << n
, = are humbers mod p with few (< h) 15 in bmarj rep,
H= = [mod Fv]

Assumplion: Given H, obtain |,



S LMS le b Lk version

H= [ nmod F?:], PR =H, SK =1
(f and q containing few 1s, e, <h)

Emarwﬁmn B@.t‘:‘r%%&on
a &Md b TN L&h 1s 9(:. o {Q nf + b 9]
Compute HW(9C)
20 = Enc(o) = (a H + b) Swall => ©
Cl = Enc(l) = -(a H + b) Large => 1



TO v k. XA

=231-1= 21474 %3647 = OXTFFFFFFF

ml%

=OXAGA2E X B OF

EMﬂr%%mv\
A=OX ¥ OX OO0
bzcxdg»oooaogo
C = Enc(e) = (a H + b)
=0 766CARIA

‘B@.«t‘rw&m\
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For correcltihess, we need K > 4 hi

qlaH+b) = wf'f-bg [ wod Fo]

HW(Rplaf+bg)) € HW(aHW(E +HW(P)HW(g)
£ 2 he € nR

HW(Rp(-(af+bg))) = n - HW(Rplaf+bg))
Z n/2



Mulki-bit version

underlying encryption



Cha M,S F?u.b Lic / F rivate lee :j

Hz  [mwod P] & £ (-1/H) + 9 = © [mod F?]

le. K = O

Tol R [ mod Fa] (R ﬂfu,iij random)



Mersenne
(basic mulki-bit encrypt)

T=R [mod F@] (R ﬂful.i.v random)

| Mcrwﬁom “Det:rwémm of (C1,2)
Clz=a R + b1 C2'= Ca

C2=a T + b2
Z = Cee(m) m=D(C2'02)

Enc(m)=(C1, 2)

£ and D : Error correction code
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Analysis of decryption

C2 za T+ b2 =afR + (ag+b2)
Cz Clz= (aR+Db1)=ofR +Db1¢

HW(C2oC2) € HALsEHCR,04R) + HALsE(CR/,a4R)
Thus Dec(Enc(m) @ small error) = m

Heurisktic : Error is well diskributed
Allows o use si;mp{e repe&&om code



Analysis of decr yption

LEMMA: Let U be a random n-bit string and lek x
be an n-bit skring of Hamming weight h. Then

PriHdist(U, U+ x) » 2 h (1 +¢€)] < wneqgligible

EXAMPLE:
11001010101011110101110101000111110100101
+000010000001000100000000100010000100010

1100010101 111101110101 © 1111000111



Choice Oﬂf error—-correck EMS code

~Thus, the total number of errors we expect is at most
e =2 (2 hd + h)

-We need an ECC correcting e out of n errors

~Can use Reed Muller codes, and n = 0O(hR)

~The number e is clearly an overestimate of the no. of
ErTors Pracﬁwa

-Also, we expect the errors to be diskributed ramdomtj



M = 766% 39
Low HW Fvarame%@.r hW=R8¢&

Encode 256 biks:
wikh 2042’*“1*@.?9@.%&&0% coding



0.008

0.007

0.005

0.003

0001




Hard Problem

Distinguish
Hidden Llow weiqght Random &upi@.
(R1, R2, aR1+b1, a R2+b2) (R1, R2, R3, R4)

a, b1, b2 with low HW






CCA-KEM

Alice _ Bob
Alices PK




CCA-KEM under

ackive abkock
Alice

Alice’s PK




S = Random seed

1) Initialize PRG from s
2) Produce pseudo random shared secret
3) Run basic @.v\&rvpﬁom Q»f S
(getting a, b1, b2 from PRG)
4) Oubput (C1, 2)



1) Run basic decryption on (C1, Z)
2) Re-encapsulate from s
3) Compare and Output
a) Shared secret
bY or L




est Kinhowin attaclkes [Bceny, Bpawig]

(for propose A param s)

- * | M
Trivial : (k)

Besk Classical : Ak least 22k

Restk Quankum : At Lleast 2k



*C\“jp&amaljsis

~Improve @H:mieij without compromising security
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